
ALERT!

SCAMMERS ARE CHASING YOUR….

IDENTITY PASSWORD FINANCIAL
INFO

MONEY

DON’T TAKE THE BAIT

Check the email address & sender name
Look carefully at the email address. It may have extra words, 
letters, numbers or strange spelling. Scammers use familiar 
names or pretend to be someone you know
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Look for poor grammar & urgency
Awkward writing and grammar errors, as well as pressure to act 
now or something bad will happen, are both warning signs of a 
scam
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Check for suspicious attachments or links
Scammers will prompt you to click a link or verify your password 
in order to steal your information or lock you out from your 
computer.
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PROBABILITY THAT 

A PHISHING MESSAGE 

SUCCEEDS IS 1 OUT OF 10

Use a Spam 
Filter

Update Security 
Software Regularly

Don’t Click on Links
or Attachments

Block Unreliable 
Websites

Back Up Your 
Data

STAY SAFE!

WHY DO WE FALL FOR THESE SCAM

• Urgency
• Desire to please

• Greed
• Curiosity

• Complacency
• Fear

*Please contact your system administrator if you find further suspicion before click on any links


